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Syslog Protocol (RFC5424) n1ana ynnw» oonmn (1)
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IPSec Tunnel mode NVLAINND NNYPN 1Y ONTIN NNV (3)
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Communication/Session Events

Connection Established/Successful

Connection Failed (No User/ Access Control List/ Port Filtering)
User/device Login Successful

User/device Login Failed (Access Control List)

User Login Faild (user_name, password)

Disconnection/ Logout Request

{IP address} is locked after {count} unsuccessful/Faild login attempts

Automatic logout (e.g. inactivity time-out)

System Security Events
Communication services Enabled
Communication services Disabled

Integrity check error

User management Events

User changed own password

User_Admin changed another user’s password
Changes made to user roles

User account Deleted

12



292) DN NPNYN DMWY
73437 05 JPNNY WANYNA PYNM NP2 NINN YV NIPNM NN, 00T ... [pYal
11 NIPNY DYINENIN NPIHN SMIY 1IN ( PPIYDIN)

PIYUN N9
)90 V91

Data Access and System Operation Events
Program operating mode change (run, stop, reset, ...)
Hardware change (SD cart insert, module replacement, ...)
Global Parameters run time change outside configuration limits
Process data run time change outside configuration limits
Application change/ upload
Configuration change/ upload
Firmware upload
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